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Peter Todd @peterktodd - Feb 5 v
(fixed) Zcash counterfeiting vulnerability: z.cash/blog/zcash-cou...

“This vulnerability is so subtle that it evaded years of analysis by expert
cryptographers focused on zero-knowledge proving systems”

Reality is bleeding edge crypto is risky; second inflation bug they've had.

LECTRIC
-OIN CO

Zcash Counterfeiting Vulnerability Successfully Remediated - Electric Coin...
Eleven months ago we discovered a counterfeiting vulnerability in the
cryptography underlying some kinds of zero-knowledge proofs. This post...
& electriccoin.co
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Peter Todd @peterktodd - Feb 5 v
(first being caught prior to release)
BTC has categorically worse privacy than ZEC on L1, but the trade-off is a safer

system re: total loss. Had this been exploited, it could have easily been a
hundreds of millions of dollars loss.
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Peter Todd @peterktodd - Feb 5 v
On BTC an inflation bug is very likely to get caught quickly, even if exploited,

because of the transparency. That might be a few days shutdown at worse:
awful, but survivable even in the worst case.
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Peter Todd @peterktodd - Feb 5 v
On a personal note, this part is interesting. Based my interactions with them,
sounds like they deleted it publicly, then managed to actually lose it for real.
WTF
To exploit the counterfeiting vulnerability, an
attacker would have needed to possess
information found in the large MPC protocol
transcript that was made available shortly
after the launch of Zcash. This transcript had
not been widely down[o.ed and was removed
from public availability immediately upon
diceoverv of the viilnerahilitv ta make it mare
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Peter Todd @peterkiodd - Feb 5 v
Remember my interactions with Zooko: twitter.com/peterktoddy/sta...

That's after the bug is fixed, so no need to make up a story; if they were being
honest they'd admit they screwed up and actually lost it, which the blog post
glosses over.

@ Peter Todd @peterktodd - Nov 14, 2018

@zooko I'm going to reply here because this isn't a security issue in the
normal sense. We're not fixing a vulnerability here, we're fixing an
embarrassing lack of record keeping that only shows potential
incompetence or fraud.
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Zcash has gotta be the least honest competent team in

Uy v

Peter Todd
@peterktodd

crypto.
853 AM - Feb 5, 2019 - Twitter for Android
15 Retweets 67 Likes
@ e Q hon

Peter Todd @peterktodd - Feb 5
Replying to @peterktodd

Also, their story that the transcript was hardly downloaded shows how right
my criticisms of the lack of auditing was: basically no one had actually checked

that the ceremony was correct which they refuted multiple times.

For instance the "deterministic” build broke ~1mth after.
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Peter Todd @peterktodd - Feb 5

Really frustrating thing about this for me personally is I've been told privately
by a few people that members of the Zcash team had been telling people in

the cryptography community behind my back that I was incompetent and
lying about the lack of auditing of the MPC, etc.
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Peter Todd @peterktodd - Feb 5

Assuming that's true, the most charitable explanation is that they were
wrecking my reputation for their cover story; the least charitable is they're
happy to lie about their critics. Nasty bunch of people either way.
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Peter Todd @peterktodd - Feb 5

I was pointed towards a bit of public corroboration, e.g. Matthew Green liking

this dumb tweet: twitter.com/el33thdxor/sta...

By itself of that's pretty harmless and easily forgiven, but in conjunction with
other claims and everything else, more productive to stop dealing with them.

This Tweet is unavailable.

Q 2 [ QO 14 &

Peter Todd @peterktodd - Feb 5
Screenshot because Emin has blocked half of crypto. 1)

- J i gun suer w

&' @el33thaxor

Replying to @matthew_d_green

| can't wait to read the 28+ page drivel

from a certain someone on how ZCash is
broken because jellyfish are predictable,

and how you have to prop your door with a

chair at night.

9:57 AM - Nov 13,2018 - Twitter for Android
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Kill Signal @killsi9nal - Feb 5

Replying to @peterktodd
team > company

do honest companies even exist?
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Krave.Derp.Help @skankadelika - Feb 5

Replying to @peterktodd

@snowden praising them for fixing it all thanks to the founders fee.Is he
zcash shill or what? 5
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Peter Todd @peterktodd - Feb 5
Hey, Snowden’s got a decent argument there, and while team have been

dishonest on occasion, the tech is genuinely good even with vulnerabilities.

Main issue is investing in Zcash carries a big risk of loss.
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Peter Todd @peterktodd - Feb 5
Great example of how hard it is to audit Zcash.

Simple truth is Bitcoin is much simpler, and a lot less risky.
T
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